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Executive summary

Confinity Market Data Distribution System (CMDS) for
Financial Markets is a robust market data platform providing
ultra-low latency connectivity to exchanges, consolidated
data feeds, and electronic markets. This white paper
describes the components and capabilities of CMDS -
including support for over 100 international data feeds,
consolidated order book capabilities, and high-availability
features - and describes the competitive advantages of this
groundbreaking platform.

Overview of Confinity Market Data
Distribution System

Confinity Market Data Distribution System (CMDS) is a
product comprising integrated components for receiving,
consolidating, and distributing market data to front-, middle-,
and back-office applications within ynancial yrms. This robust

productoffers pexibility, scalability, and reliability in virtually any
customer environment, processing and delivering marketdata

ina highly efficient manner.
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CMDS provides connectivity to over 100 market data

feeds, including a wide range of exchange

datafeeds, electronic communication networks (ECNs), and
consolidated third-party feeds. Feed handlers receive,
normalize, cache, manage, and integrate real-time market
datafor routing to subscribing clients. CMDS offers the ability
to combine multiple order book feeds into a single
consolidated view of the market. An entittement system offers
controlled access to market data. Enhanced administrative
capabilities and built-in SNMP servers provide a wide range of
operational managementoptions, including real-time
notiycation of performance issues or other critical events. A
resolution service offers single namespace capability to shield
applications from having to know the source of a particular
instrument.
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High-performance, pexible, scalable middleware provides
connectivity between data sources and subscribers, with
intelligent message routingand APIsfor publishing and
consumingdata. The messaging middleware canbec ony g
at publishing, distribution, and client access tiers to use reliable
multicast or point-to-point transports to provide scalable
integration between applications.

CMDS can be deployed over a wide range of physical network
designs. Object distributor components can dynamically
discover each other and communicate by way of highly efficient
and reliable connections, manage services, and route requests
and responses.

The CMDS distributed architecture is designed for high
availability, so no single componentfailure cancause an
interruption in service. Requests are shared equallyamongall
participating sources of a service, allowing load balancing
across multiple sources of data. The client connection
components are used to selectively route requests, responses,
and update traffic bidirectionally between applications.

API programming interfaces are available for C++,J a v aafid
Microsoft® .NET, and Microsoft Excel connectivity is also
available. A development toolkit provides the components
needed to help develop connections between CMDS and
customer applications, and provides the abil- ity to build
custom feed handlers.

The sections that follow describe the main system components
included in the CMDS product.
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Feed handlers

Feed handlers are available for American, European, and
Asiandirectexchange feeds, ECNs, and consolidated feeds.
leedel 1 and Level 2 feed handlers receive incoming data;
normalize, cache, and manage it; and integrate value-added
contentinto the incoming data stream. Level 2 feed handlers
maintain full- or partial-depth book information. Other feed
handlers support consolidated feeds such as Bloomberg
B-Pipe, B-Pipe On Demand, and IDC PlusFeed.

Consolidated book

CMDS lets you see the full market depth by merging order
books from several major liquidity pools. The consolidated
book capability aggregates data from feeds ofthe same
currency and overlapping instruments. For example,

the following North American Level 2 feeds can be processed
inany combination:

+ NASDAQ TotalView

+ NYSE ARCABook

« NYSE OpenBook Ultra
+ BATS PITCH

Data can be aggregated across all feeds, by market maker,
market center or price level. You can view order books from
eachindependent market center, or combine any number of
orderbook feedsinto asingle consolidated view. Atwo-tiered
consolidated order book is available to handle increased feed
throughput and to support multiple book managers over a
range of instruments.
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Confinity Market Data Distribution System Feed Handler Coverage

Santiago-

Plaltform services _ . Resolution serviced The resolution service resolves
service (with delay adapterand ¢ o n p aadlapters), and subscriber to specify the data source. This service
SNMP monitoring enablementcomponents. determines the appropriate source for fastest information
retrieval. Through this service, user subscription or snap
« Permission serviced The permiSSion service manages requests are resolved by con y gu mamebahdesource
user entitlements to the market data instruments in the resolution rules.

CMDS environment. It includes a permissions manager GUI
and can use a MySQL database or any other SQL
database. The database maintains an array of user
statistics that can be queried with third- party tools or raw
SQL queriesto f u Ireguirdments for entitlement audit
reporting.
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« Distributed cachingd Distributed caching of feed data across
a WAN provides a remote site with efficient access to
market data. Additionally, information and samples are pro-
vided for development of acache server adapter thatcan
modify and broaden the server capabilities for customized
use. Two examples are 1) a delay adapter that delays incom-
ingdataforas p e ¢ iamoandoftime before forwarding
dataand2)ac o n p aatlapter that reduces the message
rate of a subscription by combining multiple incoming
updates into fewer outgoing updates.

+ SNMP monitoring enablementd SNMP statistics are
published for each enabled component. These built-in
SNMP agents can be browsed with a third-party SNMP
monitoring application, enabling integration with CMDS
components. This allows you to optimize component
operation and respond to system performance issues that
are detected.

Client connection components

These components include the object distributor,
administrative desktop, runtime libraries, and subscriber and
publisher utilities. They enable applications and authorized
usersto connectto the system. Object distributors, feed
handlersand other registered components are monitored
through the administrative desktop.

+ Objectdistributord The object distributor is the client/
server connection pointfor the feed handlers, services, and
clients in the CMDS environment. Major functionality inthe
object distributor includes tracking individual client publish
and subscribe requests (request management), connecting
object streamsto client applications, determining the best
sourcetof u lagliéntrequest (service requestrouting), and
the self-managing ability to form object distributor
collectives. The object distributor automatically accepts and
maintains connections to other object distributors for load
balancing and failover assurance.
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« Administrative desktopd The administrative desktop dis-
plays operating statistics of CMDS components. Thisis an
Eclipse-based component available on all platforms. The
permission service manager, a GUI to man- age access
control, is also available in this component.

« Market data viewerd The market data viewer allows you to
view Level 1 and Level 2 data published from feed handlers
in real time.

+ Subscriber and contributord The subscriber utilities are
used to subscribe to market data from feed handlers,
whereas the contributor utility is used to send application
commands and data to feed handlers. Both subscriber
and contributor are console applications that take input
from standard inputand send outputto standard output.
These features allow the utilities to easily be usedin a
scripted environment.

« Microsoft Excel Add-ind This componentallows usersto
integrate market data delivered by CMDS feed handlers
into Excel spreadsheets. The Excel add-in lets the user
receive real-time updates, make snapshot requests, and
contribute data back into the infrastructure to help support
applications such as automated trading and risk
management.

Development Toolkit

The Development Toolkit includes the components needed to
enable delivery of market data to client applications and to
develop custom feed handlers. The toolkit includes all the
elements of the client connection package, plus all necessary
headeryles, reference information, and the Software
Developer Kit for Java. It also includes a sample feed handler,
aruntime package, fulldocumentation, and allitems necessary
for Level 1 and Level 2 feed handler creation and operation in
the CMDS environment, as well as support for the CMDS
streamlined market data API.
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Confinity Market Data Distribution System Architecture

-
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Consolidate Direct Market Access

Algo Order Book
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Maximum speed clients

Services
Remote
Distribution

API API

API API

Highly available clients

Ultra-low latency

Because speed andthroughputare crucial, IT isincreasingly
pressured to deliver more messages per secondto local and
remote points. CMDS helps IT teams make speed a priority.
Through integration with Confinity Low Latency Messaging i
a messagingtransport

General architecture
The modular design of CMDS is the key toits high

performance and deployment pexibility. An
object-oriented class library provides a common interface for

all components.
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engineered for the rigorous latency and throughput require-
ments typical of t o d ayyadcsl trading environmentsd
CMDS provides high-speed multicastand unicast messaging
support.

High throughput

Confinity Low Latency Messaging is capable of delivering
more than 45 million messages per second, and also
provides supportfornativel n y n i aBdfarRDMA (Remote
Direct Memory Access) over Ethernet, with latency measured
as low as yve microseconds for small message sizes. These
next-generation interconnect standards offer high
transmission rates and scalability to enable higher throughput
with even lower latency, reduced latency variability, and low
CPU consumption. CMDS supports both multicast one-to-
many distribution and point-to-point (unicast) messaging
capabilities to enable market data delivery to local or remote
clients.

Modular design

Redundant CMDS feed handlersinterpret feed formats and
build a cache of objects that are published only when
requested, and then sent to the object distributor for delivery.
Multiple object distributors can be deployed throughout a
LAN, WAN, or Internet enterprise environment. Self-
managing object distributors communicate with each otherto
form a collective middleware layer directing traffic and
routing requests from subscribing clients. This architecture
can be cascaded to form a two- or three-layer fan-outfor
high data volumes or clients. A large deployment typically
contains redundant object distributor and service
components. The self-regulating design of the object
distributors allows for load balancing, source stream failover
recovery, automatic rerouting around a failed object distributor,
and sharing of available client services.
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A distribution tier can be implemented using either the
multicast or unicast capability provided by the embedded
Confinity Low Latency Messaging. In this scenario, the object
distributor is used to establish the initial connection.

Once the connectionis established, data is published directly
from the feed handlers to reliable multicast or unicast
channels, bypassing the object distributor to minimize latency.
Multicastchannelsarec o n y g uandcdoad balancedto allow
for partitioned distribution of multicast services.

Client applications can be written in C++, Java or .NET, and
connect to the object distributor through a common library. If
the connection is lost to an object distributor, a new connec-
tion to another object distributor will be made by the library.
Services and datamay be interrupted and then reestablished,;
clientapplications may thenissue requests andreceive replies
and updates as before.

Basic operation of CMDS can be delivered with justa feed
handler, object distributor, common libraries, and client
receiver. Functional modules such as the resolution or
permissions service can be added to the deployment when
needed. Object distributors are designed to accept other serv-
ices communicating with the class library in addition to the
basic system.

High availability

CMDS is designed for high availability, with a distributed
architecture employing redundant components at all levels. No
single component failure can cause an interruption in service,
andthe systemcanbec o n y g suchéhdt evenmultiple
componentfailures do not cause interruptions of service.
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Deployment flexibility

A platform deployment can be overlaid on virtually any physical
network design and is independent of location. Middleware
components can be added dynamically to the system and
automatically become part of the object distributor collective.
The middleware extends natively throughouta LAN. The
distributed cache server offers the ability to cache data
remotely to help supportdistributed deploymentacross WAN
environments. Data and services can be sent from a central
site over a point-to-point connection to a remote LAN, where
information can be distributed to many clients using a reliable,
high-speed, multicast transport. Snapshot requests can be

sati s ylecally, which can dramatically reduce network traffic
between sites.

In depth: Product components
Thefollowing are in-depth descriptions of the components
that make up CMDS.

Feed handlers

CMDS feed handlers are based on the class library and
process Level 1, Level 2, and consolidated feeds.
Consolidated book functionality is also available. Feed
handlersreceive, normalize, cache, manage, and integrate
real- time market data sourced directly from exchange feeds
and ECNs. They provide access to quote, trade, and full
depth and breadth of all feed vendor information, including
global exchange data, global depth of book, and yelds of
information published for symbols for many national and
international feeds.
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Feed handlers are designed to accommodate rapidintegration
of additional data sources. Feed handler functionality includes:

+ Co ny g u mudtihieaed implementation.

« Automated data management features including composite
records, participant records, market maker records, option
chaining, option expiration, intra- and interday yeld
processing, and static and fundamental data integration.

« Supportfor publish and subscribe distribution by name
and query.

« Supportfor data contribution by client applications.

+ Feed processing distribution using splitting.

« Several order book views including aggregation by price or
market maker.

+ Data integration support for legacy systems include
symbology, option chain records, forms, vyeld ID
assignments, yeld values, and message formats.

« Support for redundancy, load balancing, fault detection,
failover, and recovery.

« Single point of management, monitoring, and control
through the administrative desktop or SNMP MIBs
and traps.

Speciyc feed handler

« Data normalizationd Normalization of the incoming data
stream helps ensure consistent objectinterfaces throughout
the enterprise. Data normalization objects are records and
grids; alldatais self-describing through metadata.

+ Value-added datad Real-time calculations made from
message events in a direct exchange feed can be added to
the feed as newyeldsinthe message. Additionsinclude
high, low, open and close price, accumulated volume,
up/down tick, net change, percent change, block volumes
and counts, VWAP, and others.
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+ Data blendingd Customers can blend direct exchange data
with sources of fundamental and reference data, including
information from vendor data feeds. This combined data is
presented as a single message. The tools and utilities pro-
vided help customers easily contribute or publish their own
sources of static or dynamic data within the system.

+ Customdataintegrationd Several methods forcustomersto
contribute their own computed information to the system are
available. Using the callout API within the feed handlers,
customers can add data elements inline as data market feed
messages are being received and processed, prior to
publication for subscribing clients.

Some specialty feed handlers also provide:

+ Dynamic data model based on vendor-s p e cnmefadata.
+ Data translation throughc onygur ati on.
+ Symbology aliasing based onrules perassetclass.

Consolidated order books

Consolidated book functionality is provided in a separate
component within the Order Book feed handler. CMDS
consolidated book functionality provides advanced data
modelstorepresentfull depth of book information. Top-n price
levels can be integrated into a traditional record-based data
modeland chainsto accommodate older market data systems.
CMDS lets you see the full market by merging order books
from each of the major liquidity pools. Order books can be
viewed from each independent market center, or any number
of order book feeds can be combined into single consolidated
views. Data from feeds such as ARCA, NASDAQ, OpenBook,
DirectEdge, BATS, and other order book feeds is consolidated
by aggregated market size at each price, or partial aggregation
showing aggregate size at price in each market center,
consolidation without aggregation, or other views.
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Consolidated Order Books

onfinity MD.

Consolidated
Order Book

Bids Size Cnt Ctr Ask Size Cnt Ctr
7.25 5000 10 ARC 7.27 6,000 15 SPM

7NAE EANA 1A TNT 707 A0NN 1 DDT

Bids Size Cnt Ask Size Cnt
7.25 10,000 20 7.27 12,000 25
723 NN AR 7oE mann an
7.22 6500 40 7.24 4,500 45 7.23 2,500 25 SPM 7.25 7,000 20 ARC
7.23 2,500 10 BRT 7.24 3,500 15 INT
7.22 6,500 40 ARC 7.24 4,500 45 SPM

7.15 15,000 65 7.17 10,000 60 7.15 5,000 35 ARC 7.17 5,000 35 INT
7.15 6,000 20 INT 7.17 5000 20 ARC
7.15 4,000 10 SPM

— /

Full Aggr egation
uonebs 166y [ensed

The two-tiered consolidated book gives downstream clients a
broad picture of the aggregated order data across all supported
trading venues.

Object distributor

The object distributor (ITOD) is the middleware routing
component for CMDS that supports request and response,
and publish and subscribe functionality. The object distributor
connects, services, and resolves object routing for all clientand
server applications. For availability and scalability, multiple
object distributors can be deployed throughout a LAN, WAN,
intranet, extranet or Internet environment.
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The object distributor can also function as an enterprise gate-
way to other vendor environments. The object distributor
repect s managesiequessand response traffic, and
routes traffic between these enterprisesinreal time. It serves
as an on-site integration component to extend shared or
dedicated managed services from a common service facility.

Client/server applications participate in the environment
through a session with an object distributor based on TCP/IP.
Every object distributor supports multiple simultaneous client
and/or server sessions; multiple object distributors comprise a
collective in an enterprise system. Object distributors may be
added to the system at any time.

Resolution service

The sole function of the resolution service is to resolve client
symbolrequeststos p e cfeeghandlers. The resolution
service does not interfere in the pow of response or update
traffic within the system. Multiple name spaces can be
accommodated to resolve requests for various feed handlers
with the system.

The resolution service employs a single name space function
to combine all feeds entering the system into a single virtual
service that shields users from having to identify the source of
a particular instrument. Single name space implementation
does notintroduce additional latency or overhead.

Permission service

The permission service works with the bundled database to
resolve entitlements to userrequestsfors p e cdatgand
services. The service employs industry-standard user request
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validation SQL queries. After the permission service
successfully connects to the pr e ¢ o n ydatabase,dit
makes a connection to an object distributor.

CMDS offers a fully featured permission- entitlement service
to authenticate users and control data access. Each time a
user connects to the system, the user is authenticated based
onthe permissions granted. The system ensuresonly one
connection per user and can disable a user, even during a
session. Each symbol subscription is checked againstthe
entitlements that have been established for

thatuser.

CMDS provides two entitlement typesd name based and
content based. The basic entitlement type is referredto as
name based or symbol based. The name-based entitlement
is granted or refused based on matching service name,
source name, and item or symbolname s p e c¢ inthe dhta
itemrequestagainstthoses p e c ingnétlementd e ytions
assignedtoas p e cusey. The content-based entitlement
type is an extension to name-based entitlement. In addition to
matching service, source, and item or symbol name, this
entitlement will attempt to match a permission  code string,
sometimes called an attribute, returned by the feed handler
when requested by the object distributor as a part of the
entitlement resolution.

The permission manager is an Eclipse-based application that
isintegrated with the administrative desktop. Itenables an

administratortoadd, delete, and modify useraccounts,d e y n e

entitlement rules, and associate entitlement rules to a user.
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Entitlement Service
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Services

Clients

Distributed caching . Statistics generation and storage

Distributed caching provides a remote site with a last-value . Optimized logging
cache for local access. Distributed caching, including a delay . Proxy subscription to other CMDS services
adapterandc o n p aatlapter,fis a function of the cache . Seamless failover to a backup server
server.
Adelay adapterfunction allows the cache servertobec o n-y g

The distributed caching service employs the cache server to uredto delay subscription updatesbyap r e d e gmouentbf
efficiently provide market data access across a WAN time. Delaying the distribution of market feeds is a common
connection to a remote LAN. The cache server can be scenario for enabling the use of different pricing structures. In
connected to one or more remote object distributors to this way, CMDS canbe ¢ o n y g sothat dlata will not be
provide the following functionality: released before the desired amount of time.

o _ Real-time monitoring and logging capabilities help provide an
v Subscnpthn toreal-time market data audit trail that demonstrates that the data was delayed
+ Cache services appropriately_

+ Symbol translation

« Offloading feed handler transmissions.

] ) « Network connection and bandwidth preservation.
The conpation adapter function adilhhsoighibhe cache server to

be conygured to reduce the “pd{i‘?aﬁoveFa‘?\otr@cové?yf a subscription.
This is accomplished by combining multiple incoming
events into fewer outgoing events. While individual events Administrative desktop

may be sup- pressed, downstream clients will always be The administrative desktop (ITAD) is an Eclipse-based GUI
forwarded the current value Ozgppliéa{i]oﬁtha?rﬁaﬁage% compdReht@thrdudh tsPeinhek 8 with
can signiycantly reduce net wogkKy,Ba Jididliof The dufifisttaive Go&dD tinfer- face
and data consumption by subscribed applications. includes menu selections for system monitoring, application

o o C 0 nYy g u comimandand control.
The advantages of employing distributed caching include:
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Market data viewer

The market data viewer enables viewing of updates to

s p e c byyneots asthey are published. The market data
viewer is an Eclipse-based GUI application that displays
real-time published updates to symbols chosenina
Watchlist. The market data viewer displays both Level 1
and Level 2 data with statistics.

Microsoft Excel Add-in
The Microsoft Excel Add-in allows market data to be
requested from the CMDS environmentinto a Microsoft

= O (@ statists

Description Value Time
i Feed Up State 1 02/11/10 18:02:02
Messages Processed (previous second) 30 04/21/10 16:28:11
Messages Processed (this hour) 298429 04/21/10 16:28:11
Messages Processed (previous hour) 15022506 04/21/10 16:00:00
Messages Processed (today) 95669379 04/21/10 16:28:11
Messages Processed (yesterday) 80246878 04/21/10 00:00:01
W) ITODS3(CTAI(S8) | | Fitered Messages (today) 5083 04/21/10 02:45:02
l3) Log Statistics Filtered Messages (yesterday) 37398230 04/21/10 00:00:01
[3) Main Statistics Revmt:j Messages Ewdav)da : os//gz;xo 00:00:00
Retransmitted Messages (yesterday, 0 03/03/10 00:00:01
) Server SAtSUSS || nternal Message Errors (today) 0 02/11/10 18:01:52
Internal Message Errors (yesterday) 0 02/11/10 18:01:52
Message Import Errors (today) 0 02/11/10 18:01:52
Message Import Errors (yesterday) 0 02/11/10 18:01:52
Sequence Numbers Missed (today) 413 04/21/10 09:54:40
Sequence Numbers Missed (yesterday) 846 04/21/10 00:00:01
Sequence Numbers Repeated (today) 0 02/11/10 18:01:52
Sequence Numbers Repeated (yesterday) 0 02/11/10 18:01:52
Sequence Number Gaps (today) 7 04/21/10 09:54:40
Sequence Number Gaps (yesterday) 19 04/21/10 00:00:01
KBytes Processed (previous second) 2 04/21/10 16:28:10
KBytes Processed (this minute) 63 04/21/10 16:28:10
KBytes Processed (previous minute) 487 04/21/10 16:28:01
KBytes Processed (this hour) 34425 04/21/10 16:28:10
KBytes Processed (previous hour) 1100045 04/21/10 16:00:00
KBytes Processed (today) 7530736 04/21/10 16:28:10
KBytes Processed (yesterday) 8806362 04/21/10 00:00:01
Line state action flags 3 02/11/10 18:01:52
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Excel spreadsheet for further analysis.

The add-in only needs to be added to Excel once for
continued access to the functions. Samples of Microsoft
Excel spreadsheetsare provided asa starting pointfor
retrieving real-time data. The spreadsheets contain wrapper
functions that simplify the Excel add-in interface.

Development tools

The CMDS Development Toolkit supports three programming
styles with an object-oriented class library, a marketdata
message-level interface, and a callout API,

which supports the loading of client application code into
the feed handler process. The CMDS Development Toolkit
comes with additional components needed for application
development such as header yles. The

.NET version of the class library exposes the C++ classes
through the market data API (IMDA) and makes them avail-
able to other programming languages.

Class library

The CMDS class library (ITCL) is an object-oriented class
library that acts as a common interface forreal-time
client/server communications. The classlibrary also includes
utilities used by the CMDS components.
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The class library interface is an abstract object model that
includes convenient wrappers for:

+ Session management.

+ Service provisioning.

+ Object caching.

+ Data encapsulation.

« Threading.

+ Self-describing objects.

+ Customobjectd ey ni ti ons.

Within the class library, an abstract network interface model
supports ¢ 0 n y g uadapters. &his allows client/server
applications based on the class library to use different network
distribution environments using the CMDS object distributor.
This class library is ideal for the development of vendor-neutral
interfaces to client/server applications handling real-time
market data.

Market data API

The CMDS market data APl is designed to publish and
subscribe to market data eventsd rather than objects, as the
class library does. Implemented on the same foundation as
the class library, the market data APl accommodates
applications that are interactive processing events associated
with marketdata, such astrades, quotes, cancels, corrections,
summaries, add order, delete order, and so on.

The market data API hides the published details of
determining these events, and provides a convenient way to
implement an event-based application. The market data API
supports Linux®, Microsoft Windows Server 2014 and 2016
and Windows® 7 and 10.
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Market data APl programming interfaces are available for
C++, C#, VB, Java, and .NET. The C++ version of the
market data APl includes a DLL for Windows as a runtime
component and a shared object library for Solaris and Linux.
The CMDS Development Toolkit comes with additional
components needed for application development for Linux,
Windows, AlX, and Solaris.

The .NET version exposes the C++ classes through .NET
and makes them available to other programming languages
such as C#. .NET is an additional DLL available for Windows
only and also uses the class library DLL. The Java version
exposes the C++ classes through J N | t&the native Java
machine.

The Java API utilizes the market data API available for Linux,
Solaris, and Windows to provide a high-performing Java
capability without s a ¢ r i typical platform availability.

Callout API

Unlike the previously described APIs, which are interactive and
utilized in conjunction with the CMDS platform, the C++
dynamic callout APl is embedded with the feed handler. The
loaded shared library becomes part of the feed handler
process and allows access to the market data after it has been
normalized, but before it has been published to the system.
Using this APl is the fastest and most direct way to obtain
market data. Typical uses of this APl include:

+ Datamo d i y @& &dditooon modify data within the object,
such as including value-added calculations or other
information for publication to the enterprise.

+ Immediate accessd Usethe normalized data directly for
application processing.

+ Custom integrationd Retrieve the data and serializeitinto a
custom format for input to any application. Leverage the
feed handler processing functionality then customize
the data integration into another system.
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